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5624 AL BHELT % X+

keytool -list -keystore C:\mykeystore.jks

list M7 R G Y SEETR

-keystore 4T TR E T RRIZE LA Fn;%” wg_a‘

Lbﬂig‘g T\ﬁ%])‘$%l\qu? ﬁ’pﬁ_ 4» )‘$%l‘qu?}—€- y'ﬁ%

s R T E G B AT BES KL e 7 - B PrivateKeyEntry( i@

7 3
FRE & 4%) ~ fr'r'v i trustedCertEntry(13 &8 % ~ ® #& %
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5.6.3 #HiE%Tomcat 8.5%\conf p 4+ & server.xml % % »

5.6.3.1 % T org.apache.coyote.http11.Http11NioProtocol |, x &8 » ¥ 45 5|
# ¢ 53 SSL Ap M chdp £ o

rﬁsewer—%ﬂizﬂ . - e o E@g*
BEF =EE S0 ®EN EEEH)

zlo. -
<Connector executor="tomncatThreadPool"

port="8080" protocol="HTTF#1.1"

connectionT inecut="20000"

redirectPort="8443" />
-

n <l-_ Define a SSL/TLS HTTP/1.l Connector on port 8443

i Thiz connector nzes the NIO implementation. The default

SSLImplementation will depend on the presence of the AFR/native

library and the uzelpenSsSL attribute of the l

bprLifecyclel igtener.

| Either JSSE or OpenSSL stwyle configuration may be used regardlezs of
the SSLlnplementation zelected. JSSE style configuration iz nsed below. [

<l-- Define a SSL/TLS HTTP/1.1l Connector on port 83443 with HTTR/2
I Thiz connector nses the APR/native implementation which always uzesz 'l
QpenSSL for TLS.

Either JSSE or QpenSSL stvle configuration may be uzed. OpenSSL ztyle

configuration iz uzed below. i
r 4 il | b ’IJ
4% A% - Zie (7 SSLw &
<l

<Connector port="8443"
protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="conf/localhost-rsa.jks"
type="RSA" />
</SSLHostConfig>

</Connector>
-

{4 el > B “,$ » ¥4 & Tomceat 3% T4 ¢ > d <l--2 —->H 5
o

¢ § e FARG AR o

Y4
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[ | server - £E= . . - . e E@gw
BEF SJEEE BI(0) RN REAEH)
<l -
zConnector execntor="tomcatThreadPool”
port="8080" protocol="HTTP/1.1"

connectionT imeont="20000"
redirectPort="58443" /-

—-=

n =l-- Define a SSL/TLS HTTP/1.1 Connector on port 8443

i Thizg connector nges the NIO implementation. The default
SSLInplementation will depend on the presence of the AFR/native |
library and the ugelpenSSL attribute of the
bprlifecyclel istener.

Either ISSE or OpenSSL style configuration may be usmed regardlezs of
the SSLInplementation selected. JSSE ztyle configuration iz uzed below.

m
o

LD ]_ ]_I'I 1 IZ:]P rotoco ]_ A

vatoreFile="conf/localhozt-rza. jka"

|
=l-- Define a SSL/TLS HTTP/1.1 Connector on port 8443 with HTTR/2 |
I Thig connector u=es the APR/native implementation which always uzes
OpenSsL for TLE.
Either ISSE or OpenSSL style confiesuration may be uged. OpenSSL ztyle [l

configoration ig wsed below.

5.6.3.2 # Port ¢ 5 443 - 443 Port £ SSL(https)s* & thif 2% Port - e &
FAEHE Port £ ek %0 FRI- RR AL 443 T o

[ 7| server - EEE E@gﬂ
BEFR SEgEE #BIO) wEN SHBE0)

library and the uzelpenSsL attribote of the -
bprlifecyclelizstener.

Either JS5E or QOpenSSL stvle configuration may be used regardless of

the SSLInplenentation zelected. JSSE ztyle configuration iz uzed below.

-

<Connector Masir il protocol="org.apache.covote httpll . HttplMioProtocol"
maxThreads="150" 55LEnabled="true"=

«mSLHostConfigs
«Certificate certificatekevstoreFile="conf/localhost-rea. jka"
type="RE54" />
<!55LHogtConfio>
1 ={Connectors

2l-_ Define a SSL/TLS HTTP/1.1 Connector on port 8443 with HTTR/2
Thiz connector nzez the APR/fnative implementation which always uzes
OpensSsL for TLS. ]
Either JSSE or OpenSSL style configuration may be uzmed. OpenSSL style
confignration iz uzed helow.

m

-
2l
<Connector port="8443" protocol="org.apache.covote httpll . HttplliprProtocol”
maxThreads="150" SELEnabled="true" =
<lpgradeProtocol clazslane="orez.apache.covote http2 Http2FProtocol"” /= I
<mSLHogtConfigs
<Certificate certificatekeyFile="conf/localhost-raa-key.pen”

I certificateFile="conf/localhogt-rza-cert.pen”
certificateChainFile="conf/localhost-rea-chain.pen"

4| [} | 3

— ] —— — seaaaae e — -

“.‘J

AT R ERIEL G T
A H AN o
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5.6.3.3 #73 T certificatekeystoreFile | & % > &k T & &4k 5 B 5 2c 2
Pﬂ’pw%%?%&kyr%*%?a;ﬁﬁ@% <

Mjserver—ﬁﬂgzﬁ
BEFR HEE B0 BwEN ZHEH

library and the neelpensSL attribute of the

bprlifecycleliztener.
Either JS5E or OpenSSL style configuration mav be uzed regardless of

the S5LInplementation zelected. JSSE style configuration is used helow.

-

<Connector port="443" protocol="org.apache.covote httpll HttpllNioProtocol®
maxThreads="150" S5LEnabled="true"=
<S5LHoztConfigs

SO b BTN =t if icatekeyatoreFile="C: \nykeyatore. jka"
type="RES4" />
<{S5LHostConfig»
<{Connectors |
<l - Define a SSL/TLS HTTF/1.1 Connector on port 8443 with HTTP/2
Thiz connector uzes the APE/native implementation which alwavs uzes =
OpenSSL for TLS.
Either JS5E or OpenSSL style configuration may be used. OpenSSL style
configuration iz nsed below.
-
<l I

<Connector port="8443" protocol="org.apache.covote httpll . HttplliprProtocal”
maxThreadz="150" S5LEnabled="true" =
<lpgradeProtoco]l clazslane="org.apache.covote hitp2 Http2Protocol” /=
«nsLHozstConfigs
«Certificate certificatekeyFile="conf/localheost-rea-key.pen”
certificateFile="conf/localhost-resa-cert.pen”
certificateChainFile="conf/localhost-rea-chain.pen" il

1

5.6.3.4 773§ T certificatekeyAlias ; % % - X . §_SSL WIREBH &4k &

e 520 R @A LA o BT T e Ak

[ mj server - SL=&
BEF HEE B/IO) wRN  HBH)

library and the ngelpensSSL attribute of the

dprlifecyclelistenar.
Either JSSE or CpenSSL ztyle configuration may be uzed regardless of

the S5LImplementation zelected. JSSE style configuration iz used below.

-

<Connector port="443" protocol="org_apache.coyote httpll HttpllHicProtocol”
maxThreads="150" S5LEnabled="true">

<25LHoztConties
Certificate certlflcateKe StoreFll —”C'\m kevatore. jka"

</S55LHoatConfigs
<{Connectors

<l - Define a SSL/TLS HTTP/ 1.1 Connector on port 8443 with HTTR/2 £
Thiz connector uzes the APR/native implementation which alwavs uzes

OpensSL for TLE.
Either ISSE or OpenSSL ztyle configuration may be uzed. OpenSSL stvle

ronfionration iz nzed halow

AR
AEed e .
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5.6.3.5 #73 T certificatekeystorePassword | % % > & 2 4 &4 5 E %
B BRABHATT BG4k
[ Mj server - D=4 I u_lﬂ—hj':' (=] |

BEP J|EE B\BIAO) BRNV) REH)

library and the nzelpensSSL attribute of the -

dprlifecyclel iztener.

Either JSSE or OpenSSL style confisuration may be uzed regardless of

the SSLImplementation selected. JSSE style configuration iz nzed below.
N

<Connector port="443" protocel="org.apache.coyote httpll . HttpllHicProtocol”
maxThreads="150" S5LEnabled="true">
<msLHostConfigs I
Certificate certlflcateKeystoreFlle—”C \nvkeyatore, jka"
certlflcateKe f]iam=

type="RSA" />
<{55LHoatConfig= s
<{Connectors ||

5.6.3.6 £ #rExcH Tomcat PR7%*

EaTEcd R A T e~ BT £ & 0 % SSL A o

EEX

RO W7 WRO HEO
O E B 2R | TS

B IRTS () B3 k%) EEE
Apache Tomcat EH st AhRE R A
~| %% NET Runtime Opti...  Micwo... %EEIJ 1
Bk | 8 Alerter ;
Elet ok " .
%Apphﬂaﬁun Layer ... .
Fiyiati - B %Epp]ﬂ:aﬁon Ma.mage 124 F# .
Apache Tomeat & D 18 Berver - Z 2“ '''' [ "'> .
N R

dob =2 5.6 F &3k T fs 0 & FTEcd Tomeat % pr o & Fpad 0 e
K SSL#Awmi2r ¥ &7 SSLR T3 % kil
%Tomcat%\logs\catalina.yyyy-mm-dd.log 4% * %46 & P € ;e ékcd 45
WAL R AR ",ﬁ% fs L & ATk o

ek B L R IR A D P e R o

AFR S BERRRERDT IR L MA RS ET 0 A ABBRREY AT TR AT FUSER
FIERHEBANEF o
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5.7 %3 SSL # &y

571 ~ %%

Tomcat & 37Exd = = 18 B Exif E@ ® 3 a3 A https://localhost »

PRENREL LA ¥ FIEEEP N F e RN P

(2-localhost) » #2LiE T eah(F ER), 7 o

) @ https://localhost/

@ e =S ERERE -

KRBT THES
LEBETHES

4o % 5150 % 23R Tomceat gDF & A v ¢ ¥ PRI 0 2 SSL A e k&

E

@I f‘g https://localhost/

& Apache Tomcat/8.5.35 | | ‘ BB a®s ' saEe

Home Documentation Configuration Examples Wiki Mailingl

| Apache Tomcat/8.5.35 # APACHE ¢
|
™  Recommended Reading:
h % Security Considerations HOW-TO
I /& Manager Application HOW-TO
| Clustering/Session Replication HOW-TO

Nevalanar Onirk Start

BRI BRI R LA R E o BE TR

)

RFOR S R AR ERER B LD
A H AN o
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& Apache Tomcat/8.5.35

N
Home

Documentation

+—ER(B)

Q
Apache Tomcat/8.5

™ Reco
Secur
/J& Mana| 5%

Clust &
Developer Quick Start

FEES
Tomcat Setup

BIEET
First Web Application

0]

MEENEEFR.
BREFEEENV
BETSEL
E=1(3)]

Managing Tomcat FIEI0..

For security, access to the manag BEFIEI(MN)...

restricted. Users are defined in:

$CATALINA HOME/conf/tomd
In Tomcat 8.5 access to the

EFm=ER)
application is split between di
Read more...

HEE OneMote(N)

man; EEE Microsoft Excel(X)
PR E NIRRT T FERET AFC R
2

IS

Lists

L5 2pMA 2

4
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A= >
—BL

=

N Apache Tomcat’s.5.35

FEEE:  HyperText Tranefer Pmtocal with Privacy

EA=FR Chome HTML Document
iEER: TLE 1.2+ AES B 2% {9 5TO0% (3); ECDH 8 255 {7
ot

TR, YR PYERIRR | TR BERA

Ak hitps:ifl ocalhost!
(UEL}
Foln #iEEH

¥ EER: 20081127
&R BER: 2men1/27

i
n
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5.7.2 *t vk

HFHEAER B TA T F R > R ARy P ERy

4 https://www.twca.com.tw

[ [ESNECR==)
Qb;}@ https.//wun twea.com.tw/Portal/Partal.aspx ~ @ TAIWAN-CAINC. TW] & H £3.. B = sic
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s : EISE |Engish | F5EE =
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5.7.3 5 i S izpl I FEir @ 2 Br 77
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58 % >/ hRiG#HE
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